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One of the differences is that printk
lets you classify messages according 
to their severity by associating 
different log levels, or priorities, with 
the messages. You usually indicate 
the log level with a macro.

printk



• Sometimes students use the “%p” format specifier to print their pointers.  

• Since kernel 4.15, plain %p prints a hashed value so kernel addresses don't leak to user 
space

• Example 00000000a3f1c2d9
• The hash is stable within a boot, so it can still tell two pointers apart, but it is useless for checking an 

address against the memory map.

Printing pointers:

• %p prints a hashed value, not the real address. This is a security feature.

• %px prints the raw address (don’t keep this in deployed code)

• %pa prints a phys_addr_t or resource_size_t. Pass a pointer to the variable: &res->start.

• %pR prints a whole struct resource, such as [mem 0x43c00000-0x43c0ffff].

• %pS prints the symbol name for a function pointer, such as my_isr+0x14/0x40.

Reference: https://www.kernel.org/doc/html/v6.6/core-api/printk-formats.html#pointer-types
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Don’t call printk directly!

https://www.kernel.org/doc/html/v6.6/process/coding-style.html#printing-kernel-messages

If you have a struct device*
• dev_err(), dev_warn(), dev_info(), and so forth
• https://elixir.bootlin.com/linux/v6.6/source/include/linux/dev_printk.h#L137

Otherwise, use:
• pr_notice(), pr_info(), pr_warn(), pr_err(), etc.
• https://elixir.bootlin.com/linux/v6.6/source/include/linux/printk.h#L467

These functions provide nicer formatting and more context information in the 
dmesg log.

pr_*, dev_*
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• The printk function writes messages into a circular buffer that is 
CONFIG_LOG_BUF_SHIFT bytes long: a value from 4 KB to 32 MB chosen while 
configuring the kernel.

• The dmesg command can be used to look at the content of the buffer without flushing it; 
actually, the command returns to stdout the whole content of the buffer, whether or not it 
has already been read.

• If the circular buffer fills up, printk wraps around and starts adding new data to the 
beginning of the buffer, overwriting the oldest data

Kernel Log



• LDD3's answer is a hand-rolled macro (scull's PDEBUG) that compiles away when a flag is off.

• The kernel now has this built in: pr_debug() and dev_dbg().

• Compiled out entirely unless DEBUG is defined.

• All other levels (pr_info, dev_err, …) always print.

• Turn them on for a whole module from the Makefile, or for one file in the source:

ccflags-y += -DDEBUG

#define DEBUG          /* must come before any #include */

#include <linux/module.h>

Turning Debug Prints Off (and On)



If you are not careful, you can find yourself generating thousands of messages with printk, 
overwhelming the console and, possibly, overflowing the system log file….When using a slow 
console device (e.g., a serial port), an excessive message rate can also slow down the system 
or just make it unresponsive.

Rate Limiting

• What should you do?

• In many cases, the best behavior is to set a flag saying, “I have already complained about this,” 
and not print any further messages once the flag gets set

• In others, though, there are reasons to emit an occasional “the device is still broken” notice. The 
kernel has provided a function that can be helpful in such cases:

if (printk_ratelimit())
  printk(KERN_NOTICE "The printer is still on fire\n");

pr_notice_ratelimited("The printer is still on fire\n");

pr_warn_once("message");
dev_warn_once("message");

Old method New method

if (!my_flag) {
 printk(...);
 my_flag = 1;
}



• “Most bugs show themselves in NULL pointer dereferences or by the use of other 
incorrect pointer values. The usual outcome of such bugs is an oops message.”

Oops Messages
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